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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
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- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
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DETAILED ACTION 

1. Applicant's amendment filed on July, 1rst, 2007 has been entered. Claims 1-15, 
17-26 are pending. Claim 16 is cancelled by the applicant and 1, 6, 8, 17, 20, and 22 
are also amended by the applicant. 

Claim Rejections - 35 USC § 101 

2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

3. The 101 rejection of claims 1-15, 17-26 has been withdrawn in view of applicant 
amendment. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

5. Applicant's arguments see pages 12-14, filed June 21, 2007, with respect to 
claims 9, 10, 12, 14, 15 have been fully considered and are persuasive. The rejection 
of claims 9, 10, 12, 14 and 15 has been withdrawn. 

6. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

a. Claim 1 recites the limitation "keygen logic" in 13. There is insufficient 
antecedent basis for this limitation in the claim. 
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b. Claim 1 recites the limitation "said plurality of input" in 17. There is 
insufficient antecedent basis for this limitation in the claim. 

Response to Arguments 

7. Applicants arguments with respect to claims 1-15, 17-26 have been considered 
but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

9. Claims 22-25 are rejected under 35 U.S.C. 102(e) as being anticipated by Yup et 
£1(2002/0191784). 

Claim 22: Yup et al discloses a method for performing cryptographic operations 

in a device, the method comprising: 

i. Receiving a cryptographic instruction that prescribes employment 
of a user-generated key schedule during execution of one of a plurality of 
cryptographic operations (page 4, paragraph [0045]); and 
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ii. Employing the user-generated key schedule when executing the 
one of the cryptographic operations (page 3, paragraphs [0028-0035]). 
But does not explicitly discloses that the device is microprocessor. However 
Kessler et al discloses an interface for cryptographic processor, which further 
discloses a coprocessor (FIG. 2). Therefore, it would have been obvious to one 
having ordinary skills in the art at the time the invention was made for the device 
described in Yup et al to be a processor. One would have been motivated to 
use a processor in order to maximize system flexibility and to reduce space 
requirement for the design. 

Claim 23: Yup et al discloses an apparatus as in claim 22 above, and further 
discloses that said user-generated cryptographic key schedule comprises said 
cryptographic key data (page 3, paragraph [0028]). 

Claim, 24: Yup et al further discloses an apparatus as in claim 22 above, and 
further discloses said user-generated key schedule is stored in memory (page 3, 
paragraph [0028]). 

Claim 25: Yup et al. discloses an apparatus as in claim 22 above, and further 
discloses that said user-generated key schedule comprises an expanded key 
schedule according to the Advanced Encryption Standard (AES) algorithm (page 
2, paragraph [0016]). 
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Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

11. Claims 1-6, 8-15, 17-20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Yup et al (2002/0191784) in view of Kessler etal (US 6789147). 

Claim 1: Yup etal. discloses an apparatus for performing cryptographic 
operations, comprising: 

i. An instruction register having a cryptographic instruction, received 
by microprocessor as part of an instruction flow executing on said 
microprocessor, wherein said cryptographic instruction prescribes one of 
the cryptographic operations, and wherein said cryptographic instruction 
prescribes that a user- generated key schedule be employed for execution 
of said one of the cryptographic operations (page 4, paragraph [0045]); 

ii. keygen unit, operatively coupled to said cryptographic instruction, 
configured to direct said microprocessor to load said user-generated key 
schedule (page 3, paragraph [0028]). 

iii. An execution unit, operatively coupled to said keygen logic, 
configured to employ said user-generated key schedule to execute said 
one of the cryptographic operations, said excecution unit comprising: a 
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cryptography unit, configured execute a plurality of cryptographic rounds 
on each of said plurality of input text blocks to generate a corresponding 
each of a plurality of output text blocks, wherein said plurality of 
cryptographic rounds are prescribed by a control word that is provided to 
said cryptography unit (page 1 , paragraph [0004]). 
But does not explicitly discloses that the device is microprocessor. However 
Kessler et al discloses an interface for cryptographic processor, which further 
discloses a coprocessor (FIG. 2). Therefore, it would have been obvious to one 
having ordinary skills in the art at the time the invention was made for the device 
described in Yup et al to be a processor. One would have been motivated to 
use a processor in order to maximize system flexibility and to reduce space 
requirement for the design. 

Claim 17: Yup et al. discloses an apparatus for performing cryptographic 

operations, comprising: 

i. A cryptography unit within a microprocessor, configured to 
execute one of the cryptographic operations responsive to receipt 
of a cryptographic instruction within an instruction flow that 
prescribes said one of the cryptographic operations, wherein said 
cryptographic instruction also prescribes a key size to be employed 
when executing said one of the cryptographic operations (AES 
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block cipher can use varying key lengths) [page 4, paragraph 
0045]; 

ii. keygen unit, operatively coupled to said cryptography unit, 
configured to direct said microprocessor to perform said one of the 
cryptographic operations and to employ said user-generated key 
schedule when performing said one of the cryptographic operations 
(page 3, paragraph [0028]. 
But does not explicitly discloses that the device is microprocessor. However 
Kessler et al discloses an interface for cryptographic processor, which further 
discloses a coprocessor (FIG. 2). Therefore, it would have been obvious to one 
having ordinary skills in the art at the time the invention was made for the device 
described in Yup et al to be a processor. One would have been motivated to 
use a processor in order to maximize system flexibility and to reduce space 
requirement for the design. 

Claims 2 and 3: Yup etal and Kessler et al disclose an apparatus as in claim 1 
above, and Yup et al further discloses that said one of the cryptographic 
operations further comprises an encryption and decryption operation, said 
encryption operation comprising encryption of a plurality of plaintext blocks 
(plurality of channels with input means) to generate a corresponding plurality of 
ciphertext blocks (plurality of channels with output means) and said decryption 
operation comprising decryption of a plurality of ciphertext b\ocks(plurality of 
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channels with input means) to generate a corresponding plurality of plaintext 
b\ocks(plurality of channels with output means) (page 2, paragraph [0017]). 

Claims 4, 18: Yup et al and Kessler et al disclose an apparatus as in claims 1 , 
and 17 above, and Yup etal further discloses said user-generated key schedule 
is stored in memory (page 3, paragraph [0028]). 

Claims 5, 19: Yup et al and Kessler et al disclose an apparatus as in claims 1, 
and 17 above, and Yup etal further discloses that said user-generated key 
schedule comprises an expanded key schedule according to the Advanced 
Encryption Standard (AES) algorithm (page 2, paragraph [0016]). 

Claims 6, 20: Yup etal and Kessler etal disclose an apparatus as in claims 1 
and 17 above, and Yup et al further discloses that said keygen unit is configured 
to interpret a key generation field within a control word which is referenced by 
said cryptographic instruction (the key expansion block generates a single round 
key by performing a single key expansion operation for each round of the AES 
block cipher) (page 3, paragraph [0028]). 

Claim 8: Yup etal and Kessler et al disclose an apparatus as in claim 1 above 
and Yup etal further discloses that said cryptographic instruction implicitly 
references a plurality of registers within said computing device (FIG.1). 
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Claims 9-1 1: Yup etal and Kessler et al disclose an apparatus as in claim 8 
above, and Yup etal further discloses that said cryptographic instruction 
implicitly references a plurality of registers, which include a first register, wherein 
contents of said first register (plaintext storage registers) comprise a first pointer 
to a first memory address, said first memory address specifying a first location in 
memory for access of a plurality of input text blocks upon which said one of the 
cryptographic operations is to be accomplished (page 4, paragraph [0043]); and 
a second xeq\$tex (cipher block output storage register), wherein contents of said 
second register comprise a second pointer to a second memory address, said 
second memory address specifying a second location in said memory for storage 
of a corresponding plurality of output text blocks, said corresponding plurality of 
output text blocks being generated as a result of accomplishing said one of the 
cryptographic operations upon a plurality of input text blocks (page 4, paragraphs 
[0043-0044]), said third register indicate a number of text blocks within a plurality 
of input text blocks (page 4, paragraphs [0043-0044]). 

Claim 12: Yup etal and Kessler et al disclose an apparatus as in claim 8 above 
and further Yup et al further discloses that said plurality of registers comprises a 
fourth register (cipher key storage register), wherein contents of said fourth 
register comprise a third pointer to a third memory address, said third memory 
address specifying a third location in memory for access of cryptographic key 
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data for use in accomplishing said one of the cryptographic operations (page 3, 
paragraph [0028]). 

Claim 13: Yup et al and Kessler et al disclose an apparatus as in claims 8 
above, and Yup etal further discloses that said user-generated cryptographic 
key schedule comprises said cryptographic key data (page 3, paragraph [0028]). 

Claim 14: Yup et al and Kessler et al disclose an apparatus as in claim 8 above 
and Yup etal further discloses that said plurality of registers comprises a fifth 
register, wherein contents of said fifth register comprise a fourth pointer to a 
fourth memory address, said fourth memory address specifying a fourth location 
in memory, said fourth location comprising said initialization vector location, 
contents of said initialization vector location comprising an initialization vector or 
initialization vector equivalent for use in accomplishing said one of the 
cryptographic operations (page 3, paragraph [0027]). The examiner notes that 
Yup etal discloses operating the apparatus in CBC mode, which implies the use 
of initialization vectors. Thus, it is inherent for the initialization vectors to be 
stored in memory. 

Claim 15: Yup et al and Kessler et al disclose an apparatus as in claim 8 above 
and Yup etal further discloses that said plurality of registers comprises a sixth 
register, wherein contents of said sixth register comprise a fifth pointer to a fifth 
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memory address, said fifth memory address specifying a fifth location in memory 
for access of a control word for use in accomplishing said one of the 
cryptographic operations, wherein said control word prescribes cryptographic 
parameters for said one of the cryptographic operations, and wherein said control 
word comprises: a key size fieldfn/c = key size), configured to specify said one of 
a plurality of cryptographic key sizes to be employed during execution of said one 
of the cryptographic operationsftoe key expansion block generates a single 
round key by performing a single key expansion operation for each round of the 
AES block cipher) [page 3, paragraph 0028]. The examiner notes that it is 
inherent for the control word to be stored in memory because the key expansion 
block uses it for generating a round key. 

12. Claims 7, 21 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yupetal (2002/0191784) in view of Kessler et al (US 6789147) in further view of 
Miller (US 6081884). 

Claims 7, 21: Yup et al and Kessler et al disclose an apparatus as in claims 1 , 
and 17 above, while neither of them explicitly discloses that said cryptographic 
instruction is prescribed according to the x86 instruction format. However, it 
would have been obvious to one of ordinary skill in the art at the time the 
invention was made for the co-processor described in the combined teaching of 
Yup et al and Kessler et al to implement the x86 instruction set because the 
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x86. instruction set has been widely accepted because of it's compatibility with a 
large amount of software as taught by Miller (Col. 2, lines 9-14). 

1 3. Claim 26 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Yup et 

al. (2002/0191784) in view of Miller (US 6081884). 

Claim 26: Yup etal discloses an apparatus as in claim 22 above, but does not 
explicitly disclose that said cryptographic instruction is prescribed according to 
the x86 instruction format. However, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made for the co-processor 
described in Yup et al to implement the x86 instruction set because the x86. 
instruction set has been widely accepted because of it's compatibility with a large 
amount of software as taught by Miller (Col. 2, lines 9-14). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Fatoumata Traore whose telephone number is (571) 
270-1685. The examiner can normally be reached Monday through Thursday from 7:00 
a.m. to 4:00 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone 
number for Formal or Official faxes to Technology Center 2100 is (571) 273-8300. Draft 
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or Informal faxes, which will not be entered in the application, may be submitted directly 
to the examiner at (571) 270-2685. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the Group Receptionist whose telephone number is 
(571)272-2100. 

FT Nassar G. Moazzami 

Wednesday, August 29, 2007 Supervisory Patent Examiner 




